ARMY M-DAY
VACANCY
ANNOUNCEMENT e |e

JFHQ-Colorado Position open to ANNOUNCEMENT NUMBER:
Attn: COLORADO ARMY NATIONAL GUARD- g1 ™Males and females

6848 S REVERE PARKWAY J F HQ 20'35

CENTENNIAL, CO 80112 Security Clearance

For Email send to: SGT Landeros, Jesse @ Required: OPENING DATE: CLOSING DATE:
jesse.r.landeros.mil@mail.mil or by phone at
H#790.950-1319 TOP SECRET W/ SCI 1AUG2019 31DEC2019
POSITION DESCRIPTION: GRADE: OPEN FOR FILL:
TITLE: Cyber Operations Officer ~ Paral/Lin: 001/02 [ Maximum: O3
MOS: 17A Minimum: 02 STATE NATIONWIDE
: TYPE OF POSITION
UNIT OF ACTIVITY: Cyber Protection Team 174
660 South ASpen Street, Stop #9 D COANG / COARNG
BAFB, Aurora CO 80111-9551

. EVALUATION FACTOR ED:
MILITARY ASSIGNMENT: 660 South Aspen Street, Stop #9 Revievl\‘/' of ir%ividu; agpliatii?)ns and
BAFB, Aurora CO 80111-9551 Personal interviews.

IAREA OF CONSIDERATION:

1. What qualifies you to be a Cyber Professional? Include any relevant certifications or skills you have.

2. Ability to discuss the platforms or areas with which you have experience (e.g. Windows, Linux, Networking, Forensics, etc.)
3. Operational Experience (Civilian or Military)

4. Ability to discuss the following: Describe a corporate network infrastructure design with which you're familiar and define the critical

areas that need to be secured. What vulnerabilities exist and what are methods for mitigation? Prioritize what needs to be secured and
what the potential impacts would be if not secured properly.

Packet Seguence

Tab Requirement

A. Letter of Recommendation from Chain of Command (O-5 or above)

B. Current civilian and/or DoD resume

C. Officer Record Brief (ORB) with updated DA photo

D. DA Form 2166-9 or DA Form 67-10-2: Last three years consecutive OERs (Profiled) and/or AERs

E. Security Clearance Verification (Memo from Security Manager; must include Investigation Type, Investigation Date, Code,
and Clearance Date)

F. Proof of highest Civilian Education (Diploma and Transcript)

G. Officers with a P2 or P3 profile must submit a copy of the DA Form 3349

H. Additional Letter(s) of Recommendation (strongly encouraged but not required, no more than three)

I. Copies of Industry Certifications and/or other documents that support your experience (e.g. MCSE, CCNA, work
evaluation, work experience, etc....)

Applications without all required supporting documents will be returned without consideration. Applications will be submitted to the Office and Address
listed in the upper left hand corner. Qualified applicants will be contacted for interviews. After recommendation is approved the chairperson of the selection
board will contact all applicants to notify them of recommendation or non-recommendation

Qualified applicants will be contacted for interviews. M-Day Soldiers selected to fill a vacant position, may be assigned to that position and may be promoted
provided the Soldier is on a valid EPS list and meet all the promotion eligibility requirements. After recommendation is approved by the G1, the chairperson of the
selection board will contact all applicants to notify them of recommendation or non-recommendation. Technicians must verify with the HRO for job compatibility.




PRIMARY DUTIES AND RESPONSIBILITIES:

Cyber Operations Officers lead, plan, and direct both offensive and defensive cyberspace maneuver and effects operations in and
through the cyberspace war fighting domain to ensure freedom of action. Execute mission command of cyber maneuver forces during
Offensive Cyberspace Operations (OCQO) and Defensive Cyberspace Operations (DCO) missions in support of Joint and combined arms
operations. Provide coordination for employment of cyber maneuver forces at all levels of joint, Army and coalition commands.
17A Cyber Protection Team work roles:

Mission Commander
71 Cyber Operations Planner
71 Cyber Defense Manager
] Operator

Minimum Eligibility Criteria:

Must obtain and maintain a TOP SECRET (TS) clearance. A favorable special background investigation (SBI) with eligibility for access to

sensitive compartmented information (SCI) is required. Selectees must initiate procedures to obtain the proper level of clearance

INSTRUCTIONS TO COMMANDERS/SUPERVISORS: This position vacancy announcement will be given the
broadest possible dissemination. A copy of this announcement will be posted on your unit/activity bulletin
board.

For job information please contact the POC below:

POC: CPT Matthew Gaskins Phone: 210-687-3880 Emalil: matthew.c.gaskins.mil@mail.mil



